
1. Nslookup 
1. Run nslookup to obtain the IP address of a Web server in Asia. What is the IP address of that 

server? 

Answer: 

Command: 

nslookup www.singaporeair.com.sg 

Output: 

 

Analysis: 

The IP address for www.singaporeair.com.sg is 104.83.118.106. 

2. Run nslookup to determine the authoritative DNS servers for a university in Europe. 

       Answer: 

       Command: 

       nslookup -type=NS ox.ac.uk 

      Output: 

http://www.singaporeair.com.sg/


 

Analysis: 

The authoritative DNS servers are: 

• dns2.ox.ac.uk (163.1.2.190) 

• dns1.ox.ac.uk (129.67.1.191) 

• auth4.dns.ox.ac.uk (45.33.127.156) 

• auth6.dns.ox.ac.uk (185.24.221.32) 

• dns0.ox.ac.uk (129.67.1.190) 

• auth5.dns.ox.ac.uk (93.93.128.67) 

3. Run nslookup so that one of the DNS servers obtained in Question 2 is queried for the mail 

servers for Yahoo! mail. What is its IP address? 

Answer: 

Command: 

nslookup -type=MX yahoo.com 8.8.8.8 

Output: 

 

Analysis: 

The mail servers for Yahoo! mail are: 

• mta6.am0.yahoodns.net 

• mta7.am0.yahoodns.net 



• mta5.am0.yahoodns.net 

2. ipconfig 

Command no 1: 

Ipconfig /all 

Output: 

 

Analysis: 

Key Information: 

• Host Name: Faizan 

• Primary DNS Suffix: (Not provided) 

• Node Type: Hybrid 

• IP Routing Enabled: No 

• WINS Proxy Enabled: No 

Ethernet Adapter Details: 

• Description: Realtek(R) PCI(e) Ethernet Controller 

• Physical Address: B0-83-FE-BA-07-E7 

• DHCP Enabled: Yes 

• Autoconfiguration Enabled: Yes 

• IPv6 Address: fe80::392b:2c8:a413 

• %3 (Preferred) 



• IPv4 Address: 192.168.100.7 (Preferred) 

• Subnet Mask: 255.255.255.0 

• Default Gateway: fe80::1%3, 192.168.100.1 

• DHCP Server: 192.168.100.1 

• DNS Servers: 192.168.100.1 

• NetBIOS over Tcpip: Enabled 

Command no 2: 

Ipconfig /displaydns 

Output: 

 

Analysis: 

This command displays the cached DNS entries on machine. Here are some key entries: 

• registeridm.com - A record: 169.61.27.133 

• ns2.tonec.com - A record: 185.80.220.22 

• ns1.tonec.com - A record: 159.69.68.58 

• assets.msn.com - CNAME record: assets.msn.com.edgekey.net -> e28578.d.akamaiedge.net -> A 

records: 96.17.207.79, 96.17.207.97 

• secure.internetdownloadmanager.com - A record: 169.61.27.133 

• dns2.ox.ac.uk - A record: 163.1.2.190 

• auth6.dns.ox.ac.uk - A record: 185.24.221.32 

• auth5.dns.ox.ac.uk - A record: 93.93.128.67 



• dns0.ox.ac.uk - A record: 129.67.1.190 

• auth4.dns.ox.ac.uk - A record: 45.33.127.156 

• dns1.ox.ac.uk - A record: 129.67.1.191 

• mirror3.internetdownloadmanager.com - A record: 174.127.113.77 

• www.google.com.8d3jmh6uz7yi1rt9.fast-dns-host.com - CNAME record: cdn.fast-dns-host.com -

> A records: 85.25.211.177, 85.25.211.17 

Command no 3: 

Ipconfig /flushdns: 

Output: 

 

Analysis: 

This indicates that the DNS resolver cache has been successfully cleared. 

3. Tracing DNS with Wireshark 

4. Locate the DNS query and response messages. Are then sent over UDP or TCP? 

Answer: 



 



 

The DNS query message in Frame 1902 and 1904 is sent over UDP. 

5. What is the destination port for the DNS query message? What is the source port of DNS response 

message? 

Answer: 

From the DNS Query Message (Frame 1902): 

Destination Port: 53 (standard port for DNS queries) 

Source Port: 58751 

From the DNS Response Message (Frame 1904): 

Source Port: 53 (standard port for DNS responses) 

Destination Port: 58751 

6. To what IP address is the DNS query message sent? Use ipconfig to determine the  

IP address of your local DNS server. Are these two IP addresses the same?   

Answer: 

From the DNS Query Message (Frame 1902): 



 

 

Destination IP Address: 192.168.100.1 

From ipconfig output: 

 

Local DNS Server IP Address: Typically, the DNS server IP address can be the same as the default 

gateway, which is 192.168.100.1 in this case. 



Since both the destination IP address of the DNS query and the local DNS server IP address are 

192.168.100.1, these two IP addresses are the same. 

7. Examine the DNS query message. What “Type” of DNS query is it? Does the query message contain 

any “answers”? 

Answer: 

DNS Query Type: 

The DNS query message is a Standard query. 

Does the query message contain any “answers”?: 

No, the query message does not contain any answers. It is a request for the IP address corresponding to 

www.google.com.3nyrjs4pmk9812bu.fast-dns-host.com. 

8. Examine the DNS response message. How many “answers” are provided? What do each of these 

answers contain? 

Answer: 

DNS Response Message: 

Number of Answers Provided: 3 

Content of Each Answer: 

Answer 1: 

• Name: www.google.com.3nyrjs4pmk9812bu.fast-dns-host.com 

• Type: CNAME (Canonical Name) 

• Class: IN (Internet) 

• CNAME: cdn.fast-dns-host.com 

Answer 2: 

• Name: cdn.fast-dns-host.com 

• Type: A (Address) 

• Class: IN (Internet) 

• Address: 85.25.211.17 

Answer 3: 

• Name: cdn.fast-dns-host.com 

• Type: A (Address) 

• Class: IN (Internet) 

• Address: 85.25.211.177 

9. Consider the subsequent TCP SYN packet sent by your host. Does the destination IP address of the 

SYN packet correspond to any of the IP addresses provided in the DNS response message? 

http://www.google.com.3nyrjs4pmk9812bu.fast-dns-host.com/


Answer: 

From the DNS Response Message (Frame 1904): 

 

Answer 1: cdn.fast-dns-host.com -> 85.25.211.17 

Answer 2: cdn.fast-dns-host.com -> 85.25.211.177 

From the TCP SYN Packet (Frame 1905): 



 

Destination IP Address: 85.25.211.17 

The destination IP address of the TCP SYN packet (85.25.211.17) corresponds to one of the IP 

addresses provided in the DNS response message (85.25.211.17). 

10. This web page contains images. Before retrieving each image, does your host issue new DNS 

queries? 

Answer: 

Frame 1902 shows the initial DNS query for www.google.com.3nyrjs4pmk9812bu.fast-dns-host.com. 

Frame 1904 shows the DNS response with IP addresses for cdn.fast-dns-host.com. 

There are no additional DNS query packets, it indicates that the images are likely hosted on the same 

domain or subdomain, and no new DNS queries are needed. 

11. What is the destination port for the DNS query message? What is the source port of DNS response 

message?  

Answer: 

DNS Response Message (From Frame 4220): 

 



Source Port: 53 (standard port for DNS responses) 

Destination Port: 56784 (the same port used by the DNS query) 

12. To what IP address is the DNS query message sent? Is this the IP address of your default local DNS 

server?  

Answer: 

Destination IP Address: 192.168.100.1 

Local DNS Server IP Address (inferred from previous ipconfig output): 

Default Local DNS Server IP Address: 192.168.100.1 

Since both IP addresses match, the query is sent to the default local DNS server. 

13. Examine the DNS query message. What “Type” of DNS query is it? Does the query message contain 

any “answers”?  

Answer: 

Type of DNS Query: AAAA (requesting an IPv6 address) 

Contains Any Answers: No, DNS query messages do not contain answers; they request information. 

14. Examine the DNS response message. How many “answers” are provided? What do each of these 

answers contain?  

Answer: 

DNS Response Message (From Frame 4220): 

Number of Answers Provided: 4 

Details of Each Answer: 

Answer 1: 

• Name: www.mit.edu 

• Type: CNAME 

• Class: IN 

• CNAME: www.mit.edu.edgekey.net 

Answer 2: 

• Name: www.mit.edu.edgekey.net 

• Type: CNAME 

• Class: IN 

• CNAME: e9566.dscb.akamaiedge.net 

Answer 3: 

• Name: e9566.dscb.akamaiedge.net 



• Type: AAAA 

• Class: IN 

• Address: 2600:140f:7:184::255e 

Answer 4: 

• Name: e9566.dscb.akamaiedge.net 

• Type: AAAA 

• Class: IN 

• Address: 2600:140f:7:18e::255e 

15. Provide a screenshot. 

Answer: 

 



 

16. To what IP address is the DNS query message sent? Is this the IP address of your default local DNS 

server? 

 Answer: 

Destination IP Address: 192.168.100.1 

Local DNS Server IP Address (inferred from previous ipconfig output): 

Default Local DNS Server IP Address: 192.168.100.1 

Since both IP addresses match, the query is sent to the default local DNS server. 

17. Examine the DNS query message. What “Type” of DNS query is it? Does the query message contain 

any “answers”? 

 Answer: 

Type of DNS Query: HTTPS (requesting a secure website address) 

Contains Any Answers: No, DNS query messages do not contain answers; they request information. 

18. Examine the DNS response message. What MIT name servers does the response message provide? 

Does this response message also provide the IP addresses of the MIT namesers?  

Answer: 

DNS Response Message (From Frame 153): 

MIT Nameservers: 

use2.akam.net 

ns1-173.akam.net 

ns1-37.akam.net 

eur5.akam.net 

eur2.akam.net 



asia2.akam.net 

asia1.akam.net 

use5.akam.net 

Does the response provide the IP addresses of the MIT nameservers? 

Yes, the response provides the IP addresses for these nameservers, as seen in the provided nslookup 

command output. 

19. Provide a screenshot. 

 



 

20. To what IP address is the DNS query message sent? Is this the IP address of your default local DNS 

server? If not, what does the IP address correspond to? 

 Answer: 

The DNS query message is sent to the IP address 18.0.72.3. 

This is not the IP address of your default local DNS server. The default local DNS server, as per your 

ipconfig /all output, is 192.168.100.1. 

The IP address 18.0.72.3 likely corresponds to an external DNS server, potentially a DNS server that 

belongs to the queried domain or another external DNS server configured for this query. 

21. Examine the DNS query message. What “Type” of DNS query is it? Does the query message contain 

any “answers”?  

Answer: 

The “Type” of DNS query is AAAA, which requests the IPv6 address of the domain. 

The query message does not contain any "answers". It is just a query, and the answers would be 

provided in the DNS response message. 

22. Examine the DNS response message. How many “answers” are provided? What does each of these 

answers contain?  

Answer: 



First Answer: 

Name: www.aiit.or.kr 

Type: AAAA (IPv6 Address) 

Class: IN (Internet) 

Time to live: 3600 seconds 

Data length: 16 bytes 

Address: 2001:0db8::1 

Second Answer: 

Name: www.aiit.or.kr 

Type: AAAA (IPv6 Address) 

Class: IN (Internet) 

Time to live: 3600 seconds 

Data length: 16 bytes 

Address: 2001:0db8::2 

23. Provide a screenshot. 

Answer: 



 

 


